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EXHIBIT

Contract Number: HHSREV I 00000852

DEPARTMENT OF STATE HEALTH SERVICES

Contract number HHSREVI00000852 (the "Contract"), is entered into by Department ofStale

Health Services ("DSHS') Vital Statistics Section and Hopkins County ("Contractor"). DSHS

and Contractor are collectively refgrred to herein as the "Parties."

I. Purpose ofthe Contract. DSHS agrees to provide access to the DSHS Vital Event

Electronic Registration System for the purpose of issuing individual b irth certificates.

IL Term of the Contract. This Contract will begin on Septernber t, 2018 and end on August

3t,2023

III. Authoritv. The Parties enter into this Contract under the authority ofTexas Health and

Safety Code Chapter 191 and Texas Govemment Code Chapter 791

Statement of Work.
A. DSHS agrees to provide on-line computer

a.m. to 6:00 p.m. (CST) Monday through
emergency or computff application enor
without advance notice.

services in support of Contractor from 7:00

Friday, except holidays. In the event of an

, DSHS may temporarily suspend services

B. Contractor may search DSHS databases, locate data, and issue Certifications of Birth to

authorized individuats requesting such data. The certifications will be in a format

formally approved by DSHS. Contractor will take reasonable efforts to ensure use ofthe

DSHS Vital Event Electronic Registration System is not abused by its staff Abuse of
the access to confidential information in the DSHS Vital Event Electronic Registration

System may be cause for termination of this contract in accordance with section x.K.

C. Contractor will acquire the necessary data processing equipment, communications,

hardware or software, and purchase "bank note" paper' as specified by DSHS' DSHS

will assist in connection of the equipment, fumish software program and provide

technical assistance, if necessary.

D. Contractor will complete the DSHS Vital Event Electronic Registration system

registration forms as specified by DSHS. Contractor will remain in compliance with any

requirements specified by DSHS for accessing the DSHS Vital Event Electronic

Registration System. Contractor will not be required to pay an additional fee pursuant to

this Subsection.
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Contract Number: HHSREVI 00000852

E. Contractor acknowledges that records may not be located in the searching process

instituted by Contractor, or records which are located may have errors due to:

1. Normal key-entry errors in spellings;
2. Accidental failure on the part of the DSHS to update a file for an amendment

or paternity determination; and

3. The event year does not exist on the systern.

F. Contractor will notifu DSHS in writing, at least monthly oferrors or suspected errors that

exist on the database information'

G. Contractor is to maintain an inventory control and account for each document produced

on "bank note" paper, including voidsd documents.

H. Contractor will issue certificates of Birth utilizing remote access to the DSHS system in

conformance with Health and Safety code chapters 191, 192 and 195, as well as 25 Tex.

Admin. Code Chapter I 8l .

I. The Parties are required to comply with all applicable state and federal laws relating to

the privacy and confidentiality of this data and records, which includes Texas

Government Code Section 552.115.

J. The Parties will use confidential records and information obtained under this Contract

only for purposes as described in this Contract and as otherwise allowed by law'

v Fees.
-6i-tru"to. ug.""s to pay DSHS oNE D6LLAR AIqD EI6ETy-TEREE cE1;-rs ($1.83) for each

certification of vital Record printed as a result of searches of the database. contractor

agrees to charge the same base search fee for a birth certificate as f)sHS. Additional fees

rnay only be charged as authorized by Texas Health and Safety code chapter 191 and 25

Tex. Admin. Code ChaPter 181.

vI.E!!!!s&
A. OSHS will send an itemized billing to Contractor on a monthly basis for each

Certification of Birth printed. This billing will be sent through the U'S' Postal

Service to the Contractor at:

Name: Hopkins CountY Clerk's Office

Address: 128 Jefferson, Ste. C
Sulphur SPrings, TX 7 5 482

contractor will dtect any billing inquiries either by phone t o 512-77 6-7206 or errlail

to vsubusinessservi
B

ces@dshs texas.Eov
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VII. Pavment Meth od,
A Contractor will remit Payment to DSHS within thirty days afier a billing is rece ived

by them. Payment by the Contractor will be considered made on the date

postmarked.

B. Contractor will send payments to DSHS at

Texas Deparfrnent of State Health Services

Cash Receipts Brandr MC 2096
P.O. Box 149347
Austin, TX 78714-9347

Hopkins County DSHS

Texas Department of State Health Services

Contract Managernent Section
Attn: Carolyn DeBoer
Mail Code 1990
P.O. Box 149347
Austin, TX 78714-9347

Phone: (512)116-2265

IX. Gene Terms and C

C. Contractor will make payment to DSHS out of its current revenues'

VIII. Bg@gtiyeq. The following will act as the Representative authorized to administer

activities under this Contract on behalfoftheir respective Party.

A. Governing Law. Regarding all issues related

interpretation, and any issues that may arise in
Contract rvill be govemed by and construed in

confidential by law, including Tex- Bus. & Comm' Code Secti

Data Use Agreement (Attachment A) applies to this Contract.

to this Contract's formation, performance,

any dispute between the parties, the

accordance with the larvs oflhe State of
Texas

B. Amendment. This contract may be modified by written amendment signed by the

Parties.

C. Confiden tial i tr'-
The Parties are required to comply with all applicable state and federal laws relating to

the privacy and confidentiality ofrecords that contain Personal Identifying Information

@lI) or Personally Sensitive Information (PSI) or other information or records made

VSS Rcmore Binh Acc6s
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Contract Number: HHSREV 1 00000852

D, Exchange of Personal Identifving Information. This Contract concems personal

identifuing information. Except as prohibited by other law, Contractor and DSHS may

exchange PII without consent, in accordance with Chapter 191 ofthe Health and Safety

Code.

E. Records Retention. DSHS will retain records in accordance with DSHS State of Texas

Records Retention Schedule at http://www.dshs.texas gov/records/ edules.shtm.

Departrnent Rules and other applicable state and federal statutes and regulations

goveming medical, mental health, and substance abuse information.

F. Severabilitv. If any provision of this Contract is construed to be illegal or invalid, the

illegal or invalid provision will be deemed stricken and deleted to the same extent and

effect as ifnever incorporated, but all other provisions will continue.

G, Notice. Any notice required or permitted to be given under this Contract will be in
writing and sent to the respective Party's Representative in Section VIII. Notice will be

deemed to have been received by a Party on the third business day after the date on which

it was mailed to the Party at the address specified in writing by the Party to the other

Party, or, if sent by cedfied mail, on the date of receipt.

H. Waiver. Acceptance by either Party of partial performance or failure to complain of any

action, non-action or default under this Contract will not constitute a waiver ofeither
Party's rights under the Contract.

I. Assimment. Neither DSHS nor Contractor will kansfer, assign, or sell its interest, in
whole or in part, in this Contract without prior written consent by both Parties'

J Susoension of Services Under This Contract, In the event ofan emergency or

information technology systern failure, DSHS may ternporarily suspend services without

advance notice. Use of services for purposes inconsistent with apPlicable law may also

result in a suspension of services.

IC Termination.
1. Convenience. This Contract may be terminated by mutual agreement of the Parties.

Either Party may tenninate this Contract without cause by giving 30 days written

notice of its intent to terminate to the non-terminating Party.

2. Cause. This Contract may be terminated for cause by either Party for breach or
failure to perform an essential requirement of the Contract. Use of services for
purposes inconsistent with applicable law may be cause for Contract termination.

3, Notice of Termination. Written notice may be sent by any method that provides

verification ofreceipt, which will be calculated fiom the date of receipt by the non-

terminating Party's Representative provided in Section VIII.
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4. Equitable Settlement, At the end of the Term of this Contract or termination as

provided for in this Section, the Parties will equitably settle their respective accrued

interests or obligations incurred prior to termination.

By sigring below, the Parties agree that this Contact constitutes the entire legal and binding
agreement between them. The Parties acknowledge that they have read the Contract and agee to

its terms, and that the persons whose signatures appear below have the authority to execute this

Contract on behalfoftheir respective Party.

DIPARTMENT oF STATE HEALTH SERVICES tloPKINS CoITNTY

a Hall, M.D.
Associate Commissioner

Robert Newsom
County Judge
Hopkins CountyDepartm to State Health Services

7 + ->3 -/ E
Date Date

TEE FoLLOWING ATTACUMENTS ARE ATTACHED AND INCORPORATED AS PART OF TUE

CoNrRAcr HIISREVI 00000E52 :

ATTACHMENT A- DATA USE AGRf,ETT'ENT

VSS Remote Binh Access
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ATTACHMENT A - DATA USE AGREEMENT

DATA USE AGREEMENT
BETWEEN THE

TEXAS HEALTH AND HUMAN SERVICES ENTERPRISE

AIID
HoPKINS COUNTY ((CONTRACTOR")

This Data Use Agreement ('DUA ) is incorporated into Systern Agency Contract No'

I{I{SREV100000852 (thJ"Base Contract') between the Texas D€Paltment of state Health Services

('system Agency) and Hopkirs County ('Contractot'').

ARTICLE T.PURPOSE; APPLICABILITY; ORDER OF PRECEDENCE

ATTACEMENTl.ThepurposeofthisDUAistofacilitatecreation,receipt,maintenance,
use, disclosure or acress to confidenrial Information wilh contractor, and describe

iorrrru",o.,. rights and oUtlgutio"r ,,*ittt respect to the Coirfidential lnformation and

the limited prrlo.", for which the Contractor may create, rcceive, maintaiq use' disclose or

Lu" u""o, to Confidential Information. 45 CFR t6a.50ak)(1)-(3). This DUA also

describes Syrt"rn ,Lg"r,.y't t"tt.,dl". in the event of Contractor's noncompliance with

its obligations rnd"i thii DUA. This DUA applies to both Business Associates and contracton who

are not iusiness Associates who creatg receive, maintain, usg disclose or have access to-eOddqnSal

Infor-ur o on b"hulf of System Agency, its prograrns or clients as described in the Base contract.

As ofthe Effeclive Date ofthe conrract, ifany provision ofthe Base contract, including any General

Provisions or Uniform Terrns and Conditions, conllicts with this DUA" this DUA controls.

ARTICLE 2. DEFINITIONS

ForthepuposesofthisDUA,capitelize4underlinedtermshavethemesnitrgssetforthiBthe
following: H*'tt1'lrs,r.arro Portability and Accountability Act of_196, Public kw l0+l9l (42 U'S'C'

SllZoa, i, seg) and regulations th"t".do in 45 CFR Parts 160 and 164, including all amendmenls'

i"grr*ilnr ani'guidance* issued thereafte' The Social Secgrity Acl, including Section ll37 (42 U'S'C'

$!:trzouz), Title xvl of the Act; The Privacy Act of l9?4, as amended by the Computer Matching and

i,ri.,acy protection Act of 1988, 5 U.S-C. S 552a and regulations.and guidance thercunder.; lntemal.Revenue

Code, iitle 26 ofthe United Slat€s Code and regulations and publications adopted under lhat code.-includilg

IRS Publication 1075; OMB Mernorandum 07-18; Texas Business and Commerce Code Ch' 521; Texas

Government code, Ch. 552, and Texas Government code 02054.1 125. In addition, the following terms in

this DUA are defined as follows:

,,Authorized Purpose" mears the specific purpose ot-purposes described in the Scope of\tr/ork of

the 8"". Cont uct fo-ontractor to firlfill iis obligations under the Base Contract, or any other purpose

expressly authorized by System Agency iD writing in advance'

"Authorized User" mears a Person:

(1) Who is authorized to create, receive, nrahtain, have access to' Process' view' handle'

examine, interpret, or analyze Confidential Information Pursuant to this DUA;

(2) For whom Contractor lvarrants and represents has a demonstrable need to create' receive'

mainrain, rrse, disclose or have access to the-le9Eftk4liellobllg4li9!; and

Sysrem Agency Data Usc Agreement V.8.3 HIPAA Omnibus Compliant April t ' 2015
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System Agency Contract No.HHSREVI 00000852

consists ofor includes any or all of the following:

(l) Clientlnformalion:

(3)WlrohasagreedinlxritingtobeboundbythedisclosureandusElimitationspertainingto
the Confidential Information as required by this DUA'

..Confidential Information,, mears any communi. cation or rcmrd (whether oral, wrilterl

.t".t onififiiior.I-iffii in any other iorm) provided to or made available to contractor or lhat

Contra"tor iray create, receive, rnaintain, use' disclose oi have access to on behalf of System Agency that

(2) Protected Heatth Information in anV f,o-rn-r including without limitation' Electronic

Protected i{eallh Information or Unsecured Protected Health Information;

(3) Sensirive Personal Information defured by Texas Business and Cornmerce Code Ch 521;

(4) FederalTaxlnformation;

(5)

(6)
information;

Personall v Identifiable Information;

S including, without limitation, Medicaid

(7) A1l Privileged work Product;

(8)AllinformationdesignatedasconfidentialundertheconstitutionandlawsoftheSlaleof
T"xas ani of the united states, i;cluding the Texas Health & Safery code and the Texas Publie

Information Act, Texas Govemment Code, Chapter 552'

.@ of rhe I!4ild,Yl,-as dehned by Texas law, including as

p.uia"a@Rl64J02GXt)(HIPAA);Terocc'code!151'002(6);
iex. H. & S. Code 0166.16a; Estat€s Code Ch' 752 and Texas Prob' Code Q 3'

ARTICLE3.CoNTRACToR.sDUTIEsREcARDINGCoNFIDENTIALINFoRMATIoN

Section3.0l Obligations ofContraaor

Contractor agrees that:

(A) Contractor will exercise reasonable care and no less than the same degree of care

cont 
""to, 

u.", to protect its own confidential, proprietary and trade secret information to prevent any

po.tion oitt" conndentiut rnror.rtion from being used in a ma-nner that is not expressly an Authorized

i;;;" ";d*Gr DUA or r. Beqrit.d-bv!4v . 4i cFR r64's02(b)(1); 45 cFR 164'514(d)

(B) Contractor will not, without System Agency's prior written consent' disclose or allow

u""as to--y portion of the ConfiJential Info;ation to urry ltrEon or other entity, other than Authqrized

U."ts wo.ictrc" o. Srrb"ont r"tors--of contru"rot who have completed training in confidentiality'

orivacv. security and the import=ance of promptly reporting any EygI! or Breach to Contractot's
'-*ri"a"nt, 

to .utry out the Authorized PurPose or as Reouired bv Law'

System Agency, at its election, may assist Contractor in .lraining 
and education on specific or

unique Slstem Agency processes, .yata,t or requirements' 
- -Contractor 

will produce evidence of

**pt","i ,*ir,iog-to Syri"- eg"*y uPon request' 45 C'F R' 164'308(a)(5)(i); Texqs Health & Ssletv

Code $181.101

(C) Contractor will establislt implement and maintain apPropriale sanctlons against any

*".b". oiit. Workforce or Subcontractor who fails to comply wilh this DUA, the Base Contmct or

"ppii""Ur. 
lu*.6-ntru"t* ,,rill r*intuin evidence of sanctions and produce it to System Agency upon

reiuest.a5 C.F.A. 164.305(a)O)$t)(C); 164'530(e); 164'410(b); 164'530(b)(I)

System Agency Data Use Agreement v-8'3 HIPAA Omnibus ComPtiant April l' 2015
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System Agency Contract No,HHSREVl00000852

(D)Contractorwillnot,withoutpriorwritlenaPprovalofsystemAgency,discloseorprovide
access t;a;y Corfidential Information on the basis that such acl is Required bv Law without notirying

system Agency so that Sl,stem Agency may have the opPomrnity to object to the disclosure or access-and

.""t 
^pprlpriat. 

relief. if Syst.. ag"n"y objects to such disclosure or access, Contractor will refrain

from d-iiclosing or providing access to th; Confidential Inforrnation until System Agency has exhausted

all altsmatives for rclief. 45 CFR 164.504(e)O)Gi)(4

(F) Contractor will not permit, or enter into any agreement with a Subcontractor to, cr@te,

receive, 
-maintai4 

use, disclose, have access to or transmit Confidential Information, on behalf of

Contractor without requiring thal Subcontractor first €xecutc the Form Subcontractor Agreement'

Attachment I, which ensuri that the Subcontractor will compty with the id€ntical terms, conditions,

..f"gt *d. 
""d 

restrictions as contained in this DUA for PHI and any other relevant 4q1qt!41
tnfo-rmation and which permits more strict limitations; and 45 CFR 164.502(e)(1)(1)(iil, 164.504(e)(1)(i)

ond (2)

(G) Contractor is directly responsible for compliance wit}l and enforcement of, all conditions for

creation,'maintenance, use, disclosure, transmission and Destruction ofConfidential Information and the acs

or omissiOrs of Subcontracton as may be reasonably necessaly to prevent unauthorized ]u[;e. 45 CFR

164.504(e)(5); 12 CFR 431.300, et seq.

(H) If Contractor maintains PHI in a Desimated Record Set. Contractor will make PHI

availabli to System Agency in a Desienated Record Set or, as directed by System Agency, provide ,!HI
to the Indiviiual. or 

-Leq;lly Aurho;zd of the Individual who is requesting PHI in

"o*ph*I trith th" r"qririmenb of the HIPAA Privacv Rezulations. Conlractor will make other

Conhdential Information 
-in 

Contractor's possession available pursuant to the rcquirements of HIPAA or

"tt*. "pptt""bt" 
t"" rp* a determination ofa Breach of Unsecured PIII as defined in HIPAA' r'J CFX

(E) Contractor will not attemPt to re-identifu or further identifi Conhdential Information or

De-ide ified lnformation, or attemPt to contact any Individuals whose records are contained in the

Confidential Information- except for an Authorized Purpose. without express written authorization from

System Agency or as expressly permitted by the Base Contract. 45 CFR 161.502(d)(2)G) and Gi)

Contractor will not engage in prohibited marketing or sale of Confidential 45 CFR 164,501,

164.508(a)(3) and (4); Te-uas Health & Safetv Code Ch. 181'042

System Agetrcy Data Use Agreemcnt V'8.3 HIPAA Omnibus Compliant April I, 2015
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1 64. 5 2 4and 1 64. 5 01(e) (2) (i0 (E)

O Contractor will make ![! as required by HIPAA available to Systern Agency for

amendment and incorporate any amendments to this information that System Agency directs or agre€s to

pursuanr to the HIPAA. y' 5 CFR 164.504(e)(2)0i)(D antl (F)

(J) Contractor will document and make available to system Agency the PHI required to

provide access, an accounting of disclosures or amendment in compliance wilh the requirements of the

i{PAA Privacv Resulations. 45 CFR 164.504(e)(2)(iil(G) and 164.528

(K) If contraclor receives a requesl for access, amendment or accounting of PHI by any

Individual subject to this DUA, it will promptly forward the request to system Agency; however, if it
ioutal[tut"-ltpAA to forward rhe riquest, contractor will promptly noti! of the request and of
Contractor's response. Unless Contractor is prohibited by law from forwarding a request, System Agency

will respond to all such requests, ur ess System Agency has given prior written consent for Contractor to

respond to and acmunt for all such requests. 45 CfX 164.504(e)(2)

(L) Contractor will provide, and will cause its subcontractors and agents to provide, to

System ig"ncy periodic writte; certifications of cornpliance with controls and provisions relating to

ir,fo.matio-n p.iri"y, security and breach notificalion, including without limitation information related io
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System Ageocy Contract No'I.IHSREV 100000852

data transfers and the handling and disposal of Confidentiat Information . 45 CFR 164.308; 161'530(c); I
TAC ZO2

(M) Except as otherwise limited by this DUA, the Base Contract' or law applicable to the

Contractor may use or disclose Egl for the proper management and administration

of Contractor or to carry out Cortractor's legal respo,sibililies if: 4s CFR 164.s04(e)(i0(1)(A)

(1) Disclosure is Required bv Law. provided that conlractor comPlies with Section 3.01@);

a)ContractoloblainsreasonableassurancesfromthePersontowhomtheinformationis
disclosed &a1 the Person will:

(a) Maintain the confidentiality of the confidential Information in accordance with this DUA:

(b) Use or furlher disclose the information only as Required bv Law or for the Authorized

iurpose for which it was disclosed to the Person; and

(c) Notify Cortractor in accordance with Section 4.01 of any Event or Breach of fOnfide4lial

irrio.rnution of which the Person discovers or should have discovered with the exercise of

Confiden tial Infon-nation. 45 C F R 1 6a. 5 0 4 (e) (2) (ii) (O

reasonable diligenc e. 4 5 C FR I 61. 5 04 (4 @ Qi) (B)

t|0 ExcePt as otherwise limited by this DUA' Contractor will, if requested by System

Ageocy,'uie PHI to provide data aggregation selvices to System Agency, as thal term is defined in the

ufrea. +s cF-n. 5io+.501 and pennitted bv HIPAA. as CFR 164's0a@(2)(i)(B)

(o)Contractorwill,ontheterminationorexpirationofthisDUAortheBaseContract,atits

"*p"na", 
."t,,In to system Agency or DestroY, at system Agency's election, and to the extent reasonably

feasible and penni.ribt" ty 1i*, ill Confra*drl l.fo.-utioo received &om System Agency or created or

maintained by Contractor or any of Contracfor's agents or Subcoltractors on System Agency's behalf if
that data coniains Confidential Information. Contractor will certiry in writing to System Agency that all

the Confid"rrtial Ioformation thuFr b""tt created, received, maintained, used by or disclosed to

C""t*"t.r, frr. 1"." Dgllfqygd or retumed lo System Agency' and that Contractor and its agents and

subcontractors have r"tainedno copies thereof. Notwithstanding the foregoing, contractor acknowledges

urra ugr"o tt ut it -uv not Destrov any confidential lnfgrmatign if federal or state law, or system Agency

.""o.8,"t"ntio, poti"y o. 
" 

tltigatlo" Lot,a *tice prohibits such Destruclion. lf such retum or Destruction

is not reasonably feasible, or is impermissible by law, contractor will immedialely notiry system Agency

ofthe reasons such retum or Destruction is not ieasible, and agree to extend indefnitely the protections of

,fri, OUa to th" Confidential ormation and limit its further uses and disclosures to the puryoses that

make the ,"tu* of tt" Cglldqq1ial !ilio.rnallqn not feasible for as long as Contractor maintains such

(P) Contractor rvill create, maintai4 use, disclose, transmil or Destrov Confidential

Information in a secure fashion that protects against any reasonably anticipated threats oI hazards to the

ry o. irrt"grity of such information or unauthorized uses 45 CFR 164'306; 164'530(c)

(OlfContractoraccesses,lransmits,stores,ormaintainsConfidentiallnformation'
Contractoi will complete and retum to System Agency at infosecuriw@hhsc.stale.lx.us th€ System

eg"ncy irrtormation iecurity and privacy initial inquiry (spl) at Attachment 2 . The sPI identifies basic

prirr"y u"a security controls with which Contractoi must comply to protect System Agency Conhdential

info.-uriorr. Corrtractor will comply with periodic security 
- 
controls compliance assessmenl and

-""it*irU by System Agency as required by itate and federal law, based on the t)?e of Confrdeltial

lnformatio[ contractor creates, receives, maintairs, uses, discloses or has access to and the Authorized

P,,],rp"t-rrd level of risk. Contraclorb security controls t'ill be based on the National lnstitute of

StuiaurO, and Technology (NIST) Speciat Publication 800-53. Contractor will update its security

controls assessment rvheriever there are significant changes in security controls for System Agency

System Agelcy Data Use Agreement V'8.3 H]PAA Omnibus Compliatrt APril l, 2015
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Sysrem Agency Conkact No.HHSREVl00000852

Confidential lnforrnation and will provide the updated document to System Agency. System Agency also

reserves the right to request updates as needed to satisry state and federal monitoring requirements. 45

cFR r64.306

(ahninistative stfeguarcls); 164.310 (physical safeguards); 164.312 (technical safeguords);

164,5 30(c) (prh'acy safegaards)

(S) Contractor will designate and idenlify, subject to System Agency approval, a !96qq or

Persons, as Privacy Offrcial 45 CFR 164.530(a)(I,) and Information Security Official, each of whom is

auttrorlied to act on behalf of Contractor and is responsible for the development and implementation of
the privacy and security requirements in this DUA. Contractor will pmvide name and current address,

phone number and "-*"il 
udd."ss for such designated oflicials to System Agency upon execution of this

DUA and prior to any cbange. 45 CFR 164.308(s)(2)

(T) Contractor represents and warrants that its Authorized Users each have a dcmonstrated

(R) Contractor will estabtish, implement and maintain any and all appropriate procedural,

administrative, physica I and technical safeguards to preserve and maintain the confidentiality,rntegnty,

and availability of the Confidential Information, and with respect io !S!, as described in the HIPAA
Privacv and S v Resulations. or other applicable laws or regulatiors relating to Confidential

Information. to prevent any unauthorized use ol disclosure of Conlidential ri as long as

Contractor has such Confidential Inforrnation in its actual or constructive possession. 45 CFR 164.308

need to know and have access to Confidential lnformation solely to lhe minimum cxtent necessary to

accomplish the Authorized Pumose pursuant lo this DUA and the Base Contract, and fiuther, that each

has agreed in writing to be bound by the disclosure and use limitations pertaining to the Confidential

!4foq4fug conrained in this DUA 45 CFR 164.502;164.514(d)

(Y) Contractor rvill only conduct secure transmissions of dential lnformat whether in

paper, oral or electronic form. A secure transmission of electronic Confidential Iniormation in molion

includes secure File Transfer Protocol (SFTP) or Encrvption at an appropiate level or otherwise protected

as required by rule, regulation or law, System Asency Confidential Inforrnation a, res, requires

Encryption unless there is adequate adminiskative, technical, and physical security, or as otherwise

System Agency Data Use Agrcemelt v.8.3 HIPAA Omnibus Compliaat April l, 2015
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(U) Contractor and its Subcontractors will maintain an updaled, complete, accurate and

numbered list of Authorized Users, their signaturcs, titles and the date they agreed to be bound by the

terms ofthis DUA, at all times and supply it to System Agency, as directed, uPon request.

(V) Contractor will implement, update as necessary, and document reasonable and

appropriate policies and procedures for privacy, security and Breach of Confidential Information and an

iniidCnt response plan for an Event or Breacb" to comply with the privacy, securiry and breach notice

requirementi of this DUA prior to conducting work under the DUA. 45 CFR 164.308; 164,316;

I 64.t 14(d); t 64.53000)

(v{) contractor $,ilt produce copies of its information security and privacy policies and

procedures and records relating to the use or disclosure of Confidential Information rcceived from,

treated by, or received, used or disclosed by contractor on behalf of system Agency for Syslem

Agency's review and approval wilhin 30 days of execution of this DUA and upon request by system

Agency the following business day or olher agreed upon time frame - 45 CFR 164'308;164'514(d)

(x) contractor will make available to system Agency any information system Agency requtes

to fulfill System Agency's obligations to provide access to, or copies of, PHI in accordance with HIPAA and

other applicable laws and regulations relating to Confidential lnformation. Contraclor will provide such

information in a time and maffrer reasonably agreed upon or as designated by the Secretarv, or other federal

or state law. 45 ClCi 16a.50a@Q)04
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protected as required bY

Confi lnformat
Encryption must be produced to Syst€m Agency no laler than

request in response to a compliance investigation, audit or

Otherwise, requested production of such proof will be made

idsnlification of Svstem Confidentia I Information is a

rule, regulation or law. All electronic data transfer and communications of
witl be through secure systems- Proof of system, media or device security or

48 houn after System Agency's written
the Discoverv of an Ey94! or Elgaqh.
as agreed upon by the parties. De'
means of security. With respecl to de-

identification of !![, "secure" means de-identified according to HIPAA Privacv standards and regulatory

guidance. 45 CFR 164.j12; 164.530(d)

(z) cotrractor will comply with the foltowing laws ard standards if applicable to the oPe of
Confidential Infornstio a dCo tractor 's I u!!:9!it9!L!urp$!:

Title I , Part 10. Chapter 202, SubchaDter B. Texas Administrative Code;

The Privacy Act of 1974;

OMB Mcmorandum 07-16;

The Federal formation Securi Manasement Act of 20O2 (FISMA);

The Health Insurance Portability and Accountability Act of 1996 (HIPAA) as defined in the

DUA;

I-ntema I Revenue Publication l0?5 - Tax tnformation Security Guidelines for Federal, State

and Local Agencies;

National Institute of Standards and Technolory (NISI) Soecial Publication 800-66 Revision

I - An lntroductory Resource Guide for Implementing the Health Insurance Portability and

Accountability Act (HIPAA) Security Rule;

NIST Soecial Publicatio ns 800-53 and 800-53A - Recommended Security Controls for

Federal Information Systems and Organizations, as currently revised;

NIST Soecial Pub lication 800-47 - Security Guide for Interconnecting Information

Technology Systems;

NIST Special Publication 800-88, Guidelines for Media Sanitizalionl

o NIST Special Publication 800-111, Guide to Storage of Encryption Technologies for End

User Devices containing PHI; and

. Any other State or Federal law, regulation, or administrative rule relating to lhe specific System

Agincy program area that Contractor suPpons on behalf of System Agency'

ARTICLE 4. BREACH NOTICE, REPORTING AND CORRECTION REQUIREMENTS

ection 4.0 Breoch or Event Notifcation to Syste Agenql 45 CFR 164.400'414

(A) Contractor will coop erate fully with System Agency in investigating, mitigating to the

extent practicable and issuing notificatioDs directed by System Agency, for any !y941 or Breach

ofConirden tial hformation to the extent and in the manner determined by System Agency

(B) Contractor'S obligation begins at the Discoverv of an !yg1 or Breach and continues as

lon! as relared activity continues, unril all effercts ofthe Event are mitigated to System Agcncy's

satisfaction (the "incident response p enod"). 45 CFR 164.404

(C) Breach Notice:

l. Initial Notice.
System Agency Data Use Agrcemeot V-8-3 HIPAA Omnibus Compliant April 1, 2015
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System Agency's Privacy and Securiry Officers via email at: orivacv@Svstem

Asencyc. state.tx.us and to thq SYstem APencv division responsible for this DUA: and IXS

a. For federal information, including without limitation, Federal Tax lnformation, Social Securitv

Administration Data, and Medicaid Client Irformation. within the first, consecutive clock hour

,i pusgygtrt and for all other qpes of Conftdential Information not more than 24 hours after

Discoverv, or in a tinefrone otherwise aPproved by Sysaem Agency itr,,n?ir8, inilially rcport to

Publicotion 1075; Pivacl Act of 1974, as amended by the Computer Matching and Privaqt
Proacrton Aa of 1988, 5 U.S.C. Ji 552a; OMB Memorandun 07-16 as cited in Syslem

AgencyC-CMS Co tracls for informotion exchange

b. Report all information reasonably available to Contractor about the Event or Breach of the

privacy or security of Confidential Information. 45 CFR 164.410

c. Name, and provide contact information to System Agency for, Contractor's single point of
conlact who tvill communicate with System Agency both on and off business hours during the

incidenl response period.

2. 48-How Formal Notice- No later than 48 consecutive clock hours after Discoverv' or a

time within which Discoverv reasonably should have been made by Contractor of an Event or

h, Contractor's recommendation for Syslem Agency's approval as to the steps Individuals or

Contracror on behalf of Individuals, should take to protect the lndividuals from potential harm,

including without limitation Contractor's provision of notifications, credit prolection, claims

monitoring, and any specific prot€ctions for a Lesallv Authorized Reoresentative to take on

Breach of ential In provide formal notification lo lhe State, including all

reasonably available information about the Ey9!8 or Breach, and Contractor's investigation,

including without limitation and to lhe extent available.' For (a) - (u) below: 45 CFR 164.400-

4r4

a- The date the Etc4! or Breach occurred;

b. The date of Contractor's an4 if apPlicable, Subcontracto/s Discovgrv;

c. A brief description of the $4q1 or Breacb: including how it occurred and who is responsible

(or hypotheses, if not yet determined);

d, A briefdescription of Contractofs investigation and the status ofthe investigation;

e. A description of the types and amount of Conlidential Information involved;

f. ldentification of and number of all Individuals reasonably believed to be affected, including

fust and last name of the individual and if applicable the, lrsallv authorized reDresentative, last

loown address, age, telephone number, and email address if il is a preferred contact method, Io

the extent krown or can be reasonably determined by Contractor at that time;

g- Contractor's initial risk assessment of the !ygq! or Breach demonstrating whether individual

oi other notices are-required by applicable law or lhis DUA for System Agency approval,

including an analysis of whether there is a low probability of compromise of the Confidential

lnformation or whether any legal exceptions to notification apply;

behalf of an lndividua with sp€cial capacity or circumstances;

i. The sleps Contractor has taken to mitigate the harm or potential harm caused (including without

limitation the provision ofsuf5cient resources lo mitigate);

j. 'I'he sleps Contractor has taken, or will take, to prevent or reduce the likelihood of recurrence of
a similar Eyggt or Breach;

System Agency Data Use Agreement V.8.3 HIPAA OmDibus Compliant April l' 2015
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Section 4.02 Investigarton, Response and Mitigation, For A-F below: 45 CFR 164.i08,310

System Agency Data Use Agreement V.8-3 HIPAA Omnibus Compliaot April l, 2015
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and 312;164.530

(A) contractor will immediately conduct a full and complete investigation, respond to the

ivint or Breach. commit necessary and appropriate staff and resources to expeditiously respond,

and report as required to and by System Agency for incident response purposes and for purposes

of Sysiem Agency's compliance with report ard notification requirsments, to the satisfaction of
System Agency.

(B) Contractor will complete or panicipate in a risk assessment as direcled by System

Agency foltowing an Event or Breach, and provide the final assessment, corr€ctive actions and

mitigations to System Ageney for review and approval.

(C) Contractor will firlly cooperate with System Agency to respond to inquiries and

proceedings by state and fbderal authorities, Persons and Individuals about the Event or Breach.

(D) Contraclor will fully cooperate with System Agency's efforts to seek appropriate

injunctive relief or otherwise prevent or curtail such Event or Bleach, or to recovel or protect any

Confidsnfial lnforrnation. including complying with reasonable corrective action or measures, as

,poin"a uy system Agency in a corrective Action Plan if directed by syslem Agency under the

Base Contract,

Section 4.03 Breach NortJication to lal!!2!!gg!p and Repo*ing to Au,hoities. Tex Bus' &
Cotnm. Code $521.053;45 CFR 164.404 qndiiduals), 164-406 (Medis); 164,408 (Authorities)

(A) system Agency may direct contractor to provide Breach notification to lndividuals,

regulators or third-parties, as specified by System Agency following a Breach.

(B) Contraclor must obtain system Agency's prior written approval ofthe time, manner and

iontent of any notification to lndividuals, regulators or third-parties, or any notice required by

other slate or federal authorities. Notice letters will be in Contractor's name ald on Contractol's

lefterhead, unless otherwise directed by System Agency, and will contain contact information,

including the name and title of Contractor's rePresentative, an email address and a toll-free

telephone lumber, for the Individual to obtain additional information.

(C) Contractor will provide System Agency with copies ol distributed and approved

communications.

(D) Contractor will have the burden of demonstrating to the satisfaction of System Agency

that any notification required by system Agency was timely made. Ifthere are delays outside of
Contractor's control, Contractor rvill provide rvritten documentation of the reasons for the delay.

k. Identi!, describe or estimaie ofthe Persons, Workforge, Subcontractor. or Individuals and any

law enforcemenl that may be involved in the Event or Breach;

l. A reasonable schedule for Conffactor to provide regular updates to lhe foregoiag in the futuIe

for response to the Event or Breach. but no less than every three (3) bushess days or as othenvise

dhected by System Agency, including information about risk estimations, reporting, notificatior!

if any, miiigation, corrective action, root cause analysis and when such activities are expected lo

be completed; and

m. Any reasonably available, perthent information, documents or reports related to an EyggL or

Breach that System Agency requests following Discoverv.
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(E) If Systcm Agency delegates notice requirements to Contractor, System Agency shall, in the

time and manner reasonably requested by Contractor, cooperate and assist with Contractor's

information requests in order to make such lotifications and rePorts.

ARTICLE 5. SCOPE OF WORK

Scope of Work means the services and deliverables to be performed or provided by Contractot or on

behalf of Contractor by its Subcontractors or agents for Systern Agency that arc described in detail in the

Base Contract. The Scope of Worlc including any funue amendments thereto, is incorporated by reference in
this DUA as ifset out word-for-word herein.

ARTICLE 6. GENERAL PROVISIONS

Sectio n 6.01 Otonersh ip of Confidenrtd Infomrutiotr

Contractor acknowledges and agrees that rhe Confidential Inforrnalion is and will remain the

proffiy of System Agency. Contractor agrees it acquircs no tide or rights to the Confidential Information.

Sectio n 6.02 Syslern Agerrcy Commitment and Obligartons

Syst€m Agency will not request that Contractor create, maintain, transmit, use or disclose PHI in any

manner lhat would not be permissible under applicable law if done by Systcm Agency.

Section 6.03 System Agenqt Right to InsPection

Section 6.04 Ternl Termination of DUA; Survival

This DUA will take effect wilh the Base Contract, and will tenninate upon terrnioation of the Base

Contract and as set forth hercin- If the Base Contract is extended or amerdod, this DUA is updated

automatically concurrent with such extension or amendment.

(A) System Agency may immediately terminate lhis DUA and Base Contract upon a material

violation of this DUA.

(B) Termination or Expimrion of this DUA will not relieve Cotrtractor of its obligalion to

rerum or Destrov the Confidential lnformation as set forlh il this DUA and to continue to safeguard the

Cpnfidential Information until such time as determined by System Agency.

(D) If System Agency determines that Contraclor has violated a material term of this DUA;
Syslem Agency may in its sole discretion:

l. Exercise any ofits righrs including but not limited to reports, access and inspection under

this DUA or the Base Contracq or

2. Require Contraclor to submit to a corrective action plan, including a plan for monitorhg
and plan for reporting, as System Agency may determine necessary to maintain compliance with
this DUA; or

System Agency Data Use AgreemeDt V.8.3 HIPAA Omnibus Compliant APril l, 2015
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At any time upon reasonable notice lo Contractor, or if System Agency d*ermines that Contractor

has violated this DUA, System Agency, directly or through its agent, will have the right to inspect the

facilities, systems, books and records of Contractor to monitor compliance with this DUA. For purposes of
this subsection, System Agency's agent(s) include, without limitation, the System Agency Offrce of the

Inspector General or the Offrce of the Attomey Gerreml of Texas, outside cansultants or legal counsel or

other designee.
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3. Provide Contractor with a reasonable period to cure the violation as determined try

System AgencY; or

4. Termirate the DUA and Base Contract inurediately' and seek relief in a court of
competent jutisdiction in Travis County, Texas.

Before exercising any ofthese options, System Agency will provide written notice to Contractor

describing the violation and the action it intends to take.

(E) If neither terminatiotr nor cure is feasible, System Agency shall repon the violalion to the

Sccretarv.

(F) Ihe duties of Contractor or its Subcontractor ulder this DUA survive the expiration or

termination of this DUA until all the Confidential Information is Destroyed or returned to System

Agency, as required by this DUA.

Section 6.05 Govenr ing Law, Yenue and Litigation

(A) The validity, construction and performance ofthis DUA and the legal relations among lhe

Parties to this DUA will be governed by and construed in accordance with the laws ofthe State ofTexas.

(B) The Parties agree that the courts ofTravis County, Texas, will be the exclusive venue for

any litigation, special proceeding or other proceeding as between the partiss that may be brought, or arise

out of, or in cornection with, or by reason of this DUA'

(A) Contractor acknowledges and agrees that System Agency may suffer irreparable injury if
Contractor or its Subcontractor fails to cornply with any of the terms of this DUA with respect to the

Confidential Information or a provision of HIPAA or other laws or regulations applicable to Confidential

lnformation.

(B) Conlraclor firrther agrees that monelary damages may be inadequate to compensate

Syslem Agency for Contractor's or its Subcontractods failure to comply. Accordingly, Contractor agrees

that System Agency will, in addition to any other remedies avaitable to it at law or in equity, be entitled to

seek injunctive relief without posting a bond and without the necessity of demonstrating actual damages,

to enforce the terms of this DUA.

S 6.06 Injunctiw Relief

Section 6.07 Indemn ification

To rhe extent peffftted by law, Contractor will indanniS, defend and hold harnrless System Agency and

its respective Executive Commissioner, employees, Subcontracton. agents (including othel state agencies

acting on behalf of System Agency) or other members of its Worldorce (each of the foregoing hereinafter

refenk to as ..Indemnified Part/) againsl all actual and dircct losses suffered by the Indemnified Pany and

all liability to third parties arising fiom or in co lection with any breach of this DUA or fiom any acts or

omissions related to this DUA by Contractor or its employees, directon, offrcers, Subcontractos, or agsnts or

other members of its Worldorce. The duty to indemni!, defend and hold harrnless is independent of thc duty

to insure and continues to apply even in the event insurance coverage required, ifany, in the DUA or Base

Contract iS denied, Or coverage rights are reserved by any irsurance c:rrier. Upon dernand, Contractor will

reimburse System Agency for any and all losses, liabilities, losl profits, fines, penalties, costs or expenses

(including riasonablJ attomeys' fees) which may for any reason be imposed upon any lndernnified Party by

reason ofany suit, claim, actiorl proceeding or demand by any third party to the extent caused by and which

resuhs &om the Contmctor's failue to meet any of its obligations under this DUA. To thc extent Permitted

System Agcncy Data Use Agreement V-8.3 HIPAA Omnibus Comptiant April I ' 2015
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(A) Contractor represents and warrants that it mainlains either self-insurance or commercial

insuranciwith policy limits iufticient to cover any liability arising from any acts or omissions by

Contractor or its gxnploy"o, direcrors, officers, Subcontractors, or agents or other members of its Worldorce

under this DUA. Conkactor wanants that System Agency will be a toss payee and beneficiary for any such

claims. .

(B) Contractor will provide System Agency with written proof that required insurance

coverage is in effect, at the request of System Agency.

Section 6.09 Fees and Costs

Except as otherwise specified in this DUA or the Base Conlract, including but not limited to

requirements io insure or indemniff System Agency, if any legal action or other proceeding is brought for the

ejorcement of this DUA or because of an atleged dispute, contract violatiorq Event. Breach- default,

misrepresentation, or injmctive actiorl in connection with any ofthe provisions ofthis DUd each party will

bear their own legal experses and the other cost incurred in that action or proceeding'

System Agency ConEact No.HHSREV 100000852

by law, Contractor's obligation to defen4 indemni! and hold harmless any Indemnified Party will suvivc

the expiration or tennination ofthis DUA.

Section 6.08 hrsurance

Section 6.10 En tirety ofthe Corrttoct

System Agetcy Data Use Agreement V.8'3 HIPAA Omnibus Compliant APril l, 2015
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This Data Use Agreement is incorporated by reference into the Base Contract and, together with the

Base Contract, constitutes the entire agrtsment between the parties. No changq waiver, or discharge of
obligations arising under those documents will be valid unless in writing and execured by the Party against

whom such changg waiver, or discharge is sought to be enforced.

Section 6.ll Aatonntic Anrcndnrcnl and fnErPretatiot'

Upon the effective date of any amendment or issualce of additional regulatiorx to HIPAA- or any

other law applicable to Confidential Informatiorl this DUA will autornaticaUy be amended so that the

obligations imposed on System Agency or Contractor rernain in compliance with stch requirements. Any

u-Uigrity in tt ir OUe wiU be resotved in favor of a meaning that permits System Agency and Contractor to

compiy 
- rvith HIPAA or any other law applicable to Confidential Information
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ATTACHI\IENT I. S UBCONTRACTOR AG REEItt f NT FO RM

System AgeDcy CONTRACT NIJMBER IIHSR-EVr00000852

The DUA between System Agency and Contmctor establishes the permitted and required uses and

disclosures of Confidential Inforrnation by Contractor.

Contractor has subcontracted with (SuBcontractor) for
performance of duties on behalfof CONTACTOR which are subject to the DUA. SuBcontractor

lcknowledges, understands and agrees to be bound by the identical terms and conditions applicable to

Contractor under the DUA" incorporated by reference in this Agreement, with respect to System Agency

Confidential Information. Contractor and SUBcontractor agree that System Agency is a third-party

beneficiary to applicable provisions ofthe subconlract.

System Agency has the right but not the obligation to review or approve the terms and conditions of the

subcontract by virn:e of this Subcontractor Agreement Form.

Contractor and SUBContractor assure System Agency that any Breach or !yq1 as defined by the DUA

that SuBcontracfor Discovers will be reporled to System Agency by Contractor in the time, manner and

content requird by the DUA.

If Contractor hows or should have lnown in the exercise ofreasonable diligence ofa pattem ofactivity

or practicc by SUBcotrtractor that constitutes a material breach or violation of the DUA or the

SUBContractols obligations Contractor will:

I. Take reasonable steps to cure the violation or end the violation, as applicable;

2. If the steps are unsuccessful, terminate t}le conlract or arrangement with SUBContractor, if
feasible;

3. Notiry System Agency immediately upon reasonably discovery ofthe paftem ofactivity or
practice of SuBcontractor that constitutes a material breash or violation of the DUA and keep

System Agency reasonably and regularty informed about steps contractor is taking to cwe or

end the violation or terminate SUBCONTACTOR's contract or arrangement'

This subcontractor Agreement Form is executed by the parties in their ctprcities itrdic8ted b€low.

CoNTRACT0R S[,BCONTRACTOR

BY:

NAIvtE:

TITLE:

DATE

BY:

N a irt F._

zot .

TITLE:

DATE:
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